
A NOVEL CLIENT SIDE INTRUSION DETECTION AND 

RESPONSE FRAMEWORK 
 

Padhmavathi B
1
, Jyotheeswar Arvind M

2
, Ritikesh G

3
 

1,2,3
Dept. of Computer Science and Engineering, SRM University, 

1, Jawaharlal Nehru Road, Vadapalani, Chennai-600026, Tamil Nadu 
1
hod.cse@vdp.srmuniv.ac.in 
2
jyotheeshwar@gmail.com 

3
ritikeshsisodiya@gmail.com 

 

 Abstract— This paper proposes a secure, 

platform independent tool to detect intrusions and 

respond to intrusion attacks. Current web application 

intrusion systems function predominantly on the 

network layer and are web platform dependent. Our tool 

detects intrusion attacks on the client side (application 

layer) of the application and thus prevents any damage 

to the application such as the loss of confidential data. 

A major requirement is to create a tool that can be 

easily integrated into any web application, is easy to use 

and doesn't slow down the application's performance. 

This tool implements an intrusion system by matching 

behavior patterns with an attack rule library. This 

implementation improves existing systems by reducing 

the number of false alarms generated by traditional 

systems eg: similar username matching. A statistical 

model is used to validate the detection and take the 

necessary responsive action only if it is validated by the 

test. 

 

 Index Terms—Web Applications, Security, 

Intrusion Detection System,  IDPS,  Application  Layer  

Security,  Web  Application Attacks. 

 

I. INTRODUCTION 

 Web Applications, after the internet revolution 

are becoming the favored interface for providing services. 

Web applications provide a simple and intuitive interface 

that can be accessed anywhere providing mobility and 

simplicity to the users. Advancements in Cloud 

Computing and concepts such as Software as a Service, 

Platform as a Service rely on web applications to 

function. However, the focus of web application 

development usually is on the implementation and 

providing a service to the customer at the earliest with 

minimal concentration on security. Cost constraints also 

lead the developers to reduce the level of importance for 

security and testing for vulnerabilities. Software giants 

having large development teams can dedicate 

programmer hours and resources to work on security. 

However, for startups and organizations that do not have 

such resources at their disposal, security becomes a major 

concern. New developers often also leave vulnerabilities 

in the application that can be easily exploited due to lack 

of security focused development experience. 

 

 The Imperva Web Application report indicates 

that web applications are probed and attacked 10 times 

per second 2012 [3]. According to Cenzic, 99% of the 

applications tested in 2011 proved to have vulnerabilities 

in them. Open Web Application Security Project ( 

OWASP ) in 2013[4] indicates Injection, Broken 

authentication and session management, Cross Site 

Scripting (XSS), Insecure Direct Object References, 

Security Misconfiguration, Sensitive Data Exposure, 

Missing Function Level Access Control, Cross Site 

Request Forgery ( CSRF), Using Components with 

known vulnerabilities and invalid redirects and forwards 

as the 10 major categories of web application attacks. 

According to the Cenzic 2013[2] and White Hat 

Security[5] reports state that among the top web 

application attacks, SQLi and XSS Injection attacks were 

found to constitute 32%, authentication, authorization and 

session attacks 29% , information leakage attacks 16% of 

the total attacks. These common and often preventable 

attacks are employed in order to attack the web 

application and extract confidential information or infect 

the system. 

 

 Security for web applications on the application 

layer are often not given due importance. Although Web 

Application Firewalls, Proxy Servers and Intrusion 

Detection and Response Systems are employed, these 

predominantly function on the network layer. Advanced 

security systems such as the firewalls are often 

expensive[6] and have a limited functionality and may 

not thwart attacks on the application layer. 

 

II. PREVIOUS RELATED WORK 

 The Secure Web Application Response Tool 

(SWART)[1] specifies a ASP .NET web application 

based approach that can detect and prevent web 

application based attacks at the time of occurrence. A 

Chi-squared test has been performed in order to validate 

the assumptions made in the development of this tool. It 

has future potential to detect and prevent attacks with less 

complexity. 

 

 AMNESIA[7], a tool that proposes detection and 

prevention of SQLi attacks by combining static and 

dynamic analysis, functions by identifying a hotspot and 

building a SQL Query model for each hotspot. If the 

input query match fails, it is marked as malicious. A 

major drawback of this tool is that a lot of false positives 

might occur and it detects and responds only to SQli 

attacks. 
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 SAFELI[8], a static analysis framework for 

identifying SQLi vulnerabilities, inspects the byte code of 

an ASP.NET application using symbolic execution. The 

attack patterns are stored in an attack library for pattern 

matching and a hybrid constraint solver is employed to 

find the malicious query for each hotspot and then error 

trace it step by step. The drawback is that this system 

functions only on ASP.NET based web applications and 

also can prevent only SQLi attacks. 

 

 A Web Application Based Intrusion Detection 

Framework (WAIDS)[9] proposes a profile matching 

based approach for the web request data. Keyword 

extraction and similarity measure for detecting malicious 

activity are the main techniques employed in this tool. 

This tool however requires extensive developer 

knowledge and is complex to implement.  

 

 A Web Application Firewall (WAF)[10] is an 

appliance, server plugin or filter that applies to a set of 

rules to an HTTP conversation. Generally, these rules 

cover common attacks such as Cross-site Scripting (XSS) 

and SQL Injection. By customizing the rules according to 

the application, many attacks can be identified and 

blocked. The effort to perform this customization can be 

significant and needs to be maintained as the application 

is modified. This system functions by filtering the data 

packets at the network layer. 

 

 Intrusion Detection Systems (IDS) and Intrusion 

Detection and Prevention Systems (IDPS) are available 

from third party vendors. However, these systems are 

costly and also function only on the network layer. 

 

 Other proposed systems and tools to detect and 

prevent web application based attacks are discussed in 

[11, 12, 13, 14, 15]. 

 

III. LACUNA OF CURRENT SYSTEMS 

 Though many systems are currently present for 

detecting and preventing web attacks, they are often 

limited in scope and functionality. Many of the systems 

discussed above focus only on the network layer security 

alone. Many proposed tools can only respond to certain 

types of attacks. Most of the systems are also platform 

specific. Thus, for a developer to make a secure system, it 

is extremely difficult to implement the different tools 

across different layers and also make it platform 

independent. The advancements in technology such as 

Cloud Computing also leads to new platforms and 

modifying an existing security system to function on new 

platforms is a tedious and expensive task. Many of the 

existing systems provided by third party vendors are 

costly and also need extensive customization in order to 

fit the needs of the client. False alarms are also frequently 

generated by these systems which cause unwanted delay 

or resource wastage due to the responses made. 

 

 

 

IV. PROPOSED TOOL 

 Our proposed system aims at creating an open 

source cross platform application side intrusion detection 

and response framework to detect and respond to web 

application based intrusion attacks. The system employs 

statistical models such as the Chi squared fitness test and 

Bayesian probability in order to validate the attacks and 

reduce the number of false alarms. Using the power of 

open source, the tool can be further expanded and 

validated with the input of the open source community. 

We also use only open source software and tools in the 

development of this framework. 

 

 Our proposed system functions on the 

application layer of the OSI architecture whereas most of 

the current systems function only on the application layer. 

This is represented in Figure 1. 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1. Comparison of existing and proposed system 

 

 Our system has a Domain Authenticator, a 

Detection Engine, an Analysis Engine and a Response 

Engine. These constituents together form our Web 

Application Based Intrusion Detection and Response 

Tool. The architecture diagram for the system is show in 

Figure 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.2. Architecture Diagram 

 

 The overall flow chart of the system is shown in 

Figure 3. The system functions by executing the login 

sensor module. The inputs are then parsed by the system 
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and any prospective intrusion detection is done by the 

Detection Engine using the input from the SQLi Cheat 

Sheet and the attack rule library. If the patterns from the 

input are matched, then the analysis engine is run. Based 

on the evaluation of the severity and risk of the attack by 

the Analysis Engine, the corresponding response is 

performed by the Response Engine. The detected attack 

and the user log that triggered the intrusion detection are 

stored in the Attack Detected library in the database. 

 

 
Fig.3. Architecture Diagram 

 

A. DOMAIN AUTHENTICATOR 

 Our tool will be utilized by many web 

applications hosted across several domains. A Denial of 

Service (DoS) attack might be achieved to slow the tool 

down or prevent the registered applications from utilizing 

it properly. To prevent such situations, every application 

will need to be registered to our database. After 

successful registration, a salted sha3 hash value of their 

domain URL is provided to them as a unique 

Authentication-token key. When an application 

communicates with our server, the authentication token 

and the domain from the request headers are validated 

and only if they're authenticated, a short-lived session 

will be set on the client side for near future access and the 

server will continue processing requests from the same. 

Otherwise, a 401 response is sent restricting the user from 

accessing the server any further. 

 

B. DETECTION ENGINE 

 Web Applications rely on HTML forms for 

obtaining information from the user. All applications 

provide an interface for users to input their data and based 

on the input, interact with the system. Irrespective of how 

the application looks on the front end, all applications 

rely on forms for getting input and sending it across to the 

web server. Inputs can be broadly classified into two 

modules: Login Input and User Input. The detection 

engine checks for the following attacks: Dictionary 

attack, SQL Injection (SQLi), Cross Site Scripting (XSS), 

URI attack, Unsafe content, Code Injection, HTTP 

Attack, Cookie Attack. 

 

Login Input 

 The login input module mainly deals with the 

login page of a web application that is used to 

authenticate and authorize a user accessing the system. It 

generally consists of a username field and a password 

field, the values of which are hashed and passed across to 

the web server. However, they are still forms and most of 

the attacks are targeted at this type of input as they 

provide access to the password of the user, which can 

then be used to gain complete access of the information 

of the user from the system. The algorithm behind this 

module functionsby obtaining the user input and then 

matching it against the attack rule library. If a match 

occurs, then the analysis engine is invoked. If three 

attempts with wrong password are made, the system 

redirects the user to an alarm page. If more than 5 

incorrect entries are made, then the IP is blackmarked in 

order to reduce the possibility of brute forcing. A general 

use case diagram of this module is shown in Figure 4. 

 

User Input 

 The user input module mainly deals with the 

input given by the user after logging into the system post 

authorization and authentication from the login module. 

User inputs mainly deal with the majority of the 

functionality provided by the system. Because of this, 

attacks can be made across the different functionalities. A 

general algorithm for this module functions by initially 

verifying the session ID, parsing the input data and 

matching it against an attack rule library. If a match 

occurs, the number of intrusions value is incremented and 

the attack pattern from the user along with the data log is 

stored in the attack detected database. The corresponding 

attack point is then forwarded to the analysis engine. A 

general use case diagram of this system is given in Figure 

5. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. Use case for Login Input 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5. Use case for User Input 
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B. ANALYSIS ENGINE 

 The Analysis Engine consists of the False Alarm 

Detector Module, the Statistical Analyzer Module and the 

Categorizer and Threshold Evaluator. Figure 6 shows the 

flowchart of the functioning of the False Alarm Detector, 

Figure 7 the functioning of the Statistical Analyzer and 

Figure 8 the functioning of the Categorizer and Threshold 

Evaluator. 

 

False Alarm Detector 

 In many cases, the user might repeatedly enter a 

combination of wrong id or wrong password.  

 These cases are not malicious and the user can 

potentially trigger a false intrusion detection.  

 This module aims to prevent such typos from 

causing a false alarm and thus potentially 

preventing unnecessary responses using the 

Levensthein edit distance algorithm to identify 

possible similar inputs and thus ignore if similar, 

thereby reducing false alarms.  

 If the edit distance is more than 3 for threshold 

maximum number of inputs (eg: 5 attempts), then a 

possible intrusion is detected and the Human 

Verification module is triggered. If not, an alert 

with warning message is generated.  

 A technical forum or a discussion board in general 

will have a lot of technical discussions. Users here 

might add content which might be falsely detected 

as an attack.eg: a user posting a query in response to 

another user's request. In such cases, the application 

when registering to avail the service, should 

mention in advance if it would have any such 

forums in its use. If true, an appropriate class/form 

name is provided to avoid false detections.  

 

Statistical Analyzer 

 

 The User inputs are parsed and tested using a fitness 

test to check if there are any attempts made by the 

user to attack the system.  

 

 If a deviation is detected, an alarm is raised and the 

Response Engine is invoked.  

 

 The system has the ability to learn through 

experiences. That is, it logs every alert raised and uses 

it to perform the test the next time.  

 

Categorizer and Threshold Evaluator 

 

 This Module is used to categorize the type of attack 

attempted by the Attacker.  

 

 The Module uses a library to categorize the attacks 

and rate it as a function of the Degree of Risk 

associated with the Attack using the data fed to it 

initially.  

 

 After determining the type and degree of risk of an 

attack, the appropriate modules from the Response 

Engine are invoked.  

 

 
Fig. 6.  Statistical Analyzer 

 

 

 
 

Fig. 7. Categorizer and Threshold Evaluator 

 

 Degree of Risk points for the different intrusion 

attacks are associated based on the table used by the 

SWART system [1]. The table associates risk points for 

each attack: An input containing SQL Query is associated 

3 risk points, input containing scripts such as JavaScript 

and HTML are associated 3 points, Session Invalidation 

attacks are associated 4 points and etc. It is detailed in full 

in the SWART[1] system proposal. 

 

C. RESPONSE ENGINE 

 The Response Engine consists of the 

Blackmarked IP module, the Privilege Reduction Module, 

the Human Verification Module and the Redirector 

Module. This engine redirects the user according to the 

threshold value as described in Table I. At runtime, the 

validation response of the application are checked for 

analyzing intrusions. Figure 9 shows the flowchart of the 

functioning of the Response Engine. 

 

Blackmarked IP 

 IP Addresses that are blackmarked based on the 

threshold value obtained by the analysis engine are stored 

in the BlackmarkIP table in the database. 
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Reducing Priveleges 

 In a web application, the HTML components are 

usually grouped under CLASSES. At a certain threshold 

value, the response tool reduces the privileges and 

functions accessible by the user by hiding the 

corresponding forms or information based on the class 

name. 

 

Human Verification 

 Many attacks on web applications are automated 

and executed using bots. At the corresponding threshold 

value obtained by the Analysis engine, the tool generates 

a CAPTCHA to verify that the system is not under attack 

from bots. 

 

Redirection 

 Redirection module redirects the user to a 

warning page and provides information as to the 

consequences they might face if they involve in attacks. 

For the lowest threshold value, this response is generated 

by the tool. 

 
Fig. 8.  Response Engine 

 

TABLE I. RESPONSE TYPE TABLE 

 

Risk Score Response Type 

1-10 Low Redirection 

10-15 Medium Blackmarked IP 

15 and above High Reduce  Privilege, 

  Human 

  verificationand 

V. EXPERIMENTAL RESULTS 

 Our tool provides the framework that users can 

implement in their web applications to provide security. 

The tool takes the input and then processes it in order to 

detect attacks, and if an intrusion is detected, it takes the 

necessary response. 

 

 For testing our tool, we have implemented a 

sample web application on Ruby on Rails. The tool has 

been developed using JavaScript, JQuery, MongoDB, 

Node.js and related open source tools. Figure 10 shows 

an access of the tool by an unauthenticated application, 

Figure 11 shows an authorized access by an application – 

both demonstrating the functionality of the Domain 

Authenticator module. Figure 12 shows the SQLi attack 

inputs being detected by the tool. Figure 13 shows the 

effect of such an attack on an application that doesn’t use 

our tool. Figure 14 demonstrates the Human Verification 

module and Figure 15 demonstrates the Redirector 

module of the Response Engine in action. 

 

 
Fig. 9.  Unauthorized access 

 

 
 

Fig. 10.  Authorized access 

 

 
Fig. 11.  SQLi detection 
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Fig. 12.  SQLi attack in action on unprotected 

applications 

 

 
 

Fig. 13.  Human Verification Module 

 

 
Fig. 14.  Redirection Module 

 

VI. FUTURE WORK 

 Our proposed system can be extended in the 

future by implementing a system to check, verify and 

validate the content of the file uploads made through the 

forms to ensure that there is no malicious content in the 

system. This can aid in preventing the remote execution 

of any malicious files that haven been uploaded by any 

user. 
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