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Abstract— Security challenges are still among the 

biggest obstacles when considering the adoption of cloud 

services. This triggered a lot of research activities, 

resulting in a quantity of proposals targeting the various 

cloud security threats. Alongside with these security 

issues, the cloud paradigm comes with a new set of 

unique features, which open the path toward novel 

security approaches, techniques, and architectures. This 

paper provides a survey on the achievable security merits 

by making use of multiple distinct clouds simultaneously. 

Various distinct architectures are introduced and 

discussed according to their security and privacy 

capabilities and prospects. 
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INTRODUCTION 

CLOUD computing offers dynamically scalable resources 

provisioned as a service over the Internet. The third-party, 

on-demand, self-service, pay-per-use, and seamlessly 

scalable computing resources and services offered by the 

cloud paradigm promise to reduce capital as well as 

operational expenditures for hardware and software. 

Clouds can be categorized taking the physical location 

from the viewpoint of the user into account. A public cloud 

is offered by third-party service providers and involves 

resources outside the user’s premises.  

 

In case the cloud system is installed on the user’s 

premise usually in the own data center this setup is called 

private cloud. A hybrid approach is denoted as hybrid 

cloud. This paper will concentrate on public clouds, 

because these services demand for the highest security 

requirements but also as this paper will start arguing 

include high potential for security prospects. 

 

In public clouds, all of the three common cloud service 

layers  Paas,  share the commonality that the end-users’ 

digital assets are taken from an intra organizational to  an 

inter organizational context. This creates a number of 

issues, among which security aspects are regarded as the 

most critical factors when considering cloud computing 

adoption Legislation and compliance. 

 

A.CLOUD SECURITY ISSUES   
Cloud computing creates a large number of security issues 

and challenges. A list of security threats to cloud 

computing is presented in these issues range from the 

required trust in the cloud provider and attacks on cloud 

interfaces to misusing the cloud services for attacks on 

other systems. The main problem that the cloud computing 

paradigm implicitly contains is that of secure outsourcing 

of sensitive as well as business-critical data and processes. 

When considering using a cloud service, the user must be 

aware of the fact that all data given to the cloud provider 

leave the own control and protection sphere. Even more, if 

deploying data-processing applications to the cloud (via 

IaaS or PaaS), a cloud provider gains full control on these 

processes.  

 

Hence, a strong trust relationship between the 

cloud provider and the cloud user is considered a general 

prerequisite in cloud computing. Depending on the 

political context this trust may touch legal obligations. For 

instance, Italian legislation requires that government data 

of Italian citizens, if collected by official agencies, have to 

remain within Italy. Thus, using a cloud provider from 

outside of Italy for realizing an e-government service 

provided to Italian citizens would immediately violate this 

obligation. Hence, the cloud users must trust the cloud 

provider hosting their data within the borders of the 

country and never copying them to an off-country location 

(not even for backup or in case of local failure) nor 

providing access to the data to entities from abroad. An 

attacker that has access to the cloud storage component is 

able to take snapshots or alter data in the storage. This 

might be done once, multiple times, or continuously.  

 

An attacker that also has access to the processing 

logic of the cloud can also modify the functions and their 

input and output data. Even though in the majority of cases 

it may be legitimate to assume a cloud provider to be 

honest and handling the customers’ affairs in a respectful 

and responsible manner, there still remains a risk of 

malicious employees of the cloud provider, successful 

attacks and compromisation by third parties, or of actions 

ordered by a subpoena. In, an overview of security flaws 

and attacks on cloud infrastructures is given. Some 

examples and more recent advances are briefly discussed 

in the following. Ristenpart et al. presented some attack 

techniques for the virtualization of the Amazon EC2 IaaS 

service. In their approach, the attacker allocates new 

virtual machines until one runs on the same physical 

machine as the victim’s machine. Then, the attacker can 

perform cross-VM side channel attacks to learn or modify 

the victim’s data.  
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B.SECURITY PROSPECTS BY MULTICLOUD 

ARCHITECTURES 

The authors present strategies to reach the desired 

victim machine with a high probability, and show how to 

exploit this position for extracting confidential data, e.g., a 

cryptographic key, from the victim’s VM. Finally, they 

propose the usage of blinding techniques to fend cross-VM 

side-channel attacks. In, a flaw in the management 

interface of Amazon’s EC2 was found. The SOAP-based 

interface uses XML Signature as defined in WS-Security 

for integrity protection and authenticity verification. 

Gruschka and Iacono discovered that the EC2 

implementation for signature verification is vulnerable to 

the Signature Wrapping Attack. 

 

The basic underlying idea is to use multiple distinct clouds 

at the same time to mitigate the risks of malicious data 

manipulation, disclosure, and process tampering. By 

integrating distinct clouds, the trust assumption can be 

lowered to an assumption of non collaborating cloud 

service providers. Further, this setting makes it much 

harder for an external attacker to retrieve or tamper hosted 

data or applications of a specific cloud user. The idea of 

making use of multiple clouds has been proposed by 

Bernstein and Celeste. However, this previous work did 

not focus on security. Since then, other approaches 

considering the security effects have been proposed. These 

approaches are operating on different cloud service levels, 

are partly combined with cryptographic methods, and 

targeting different usage scenarios.  

 

Replication of applications allows to receive multiple 

results from one operation performed in distinct clouds and 

to compare them within the own premise. This enables the 

user to get evidence on the integrity of the result.  Partition 

of application System into tiers allows separating the logic 

from the data. This gives additional protection against data 

leakage due to flaws in the application logic. . Partition of 

application logic into fragments allows distributing the 

application logic to distinct clouds. This has two benefits. 

First, no cloud provider learns the complete application 

logic. Second, no cloud provider learns the overall 

calculated result of the application. Thus, this leads to data 

and application confidentiality. . Partition of application 

data into fragments allows distributing fine-grained 

fragments of the data to distinct clouds. None of the 

involved cloud providers gains access to all the data, 

which safeguards the data’s confidentiality.  

 

Each of the introduced architectural patterns provides 

individual security merits, which map to different 

application scenarios and their security needs. Obviously, 

the patterns can be combined resulting in combined 

security merits, but also in higher deployment and runtime 

effort. The following sections present the four patterns in 

more detail and investigate their merits and flaws with 

respect to the stated security requirements under the 

assumption of one or more compromised cloud systems. 

 
  

Fig. 1. Replication of application systems. 

 

Assume that n > 1 clouds are available (like, e.g., Clouds 

A and B in Fig. 1). All of the n adopted clouds perform the 

same task. Assume further that f denotes the number of 

malicious clouds and that n _f > f the majority of the 

clouds are honest. The correct result can then be obtained 

by the cloud user by comparing the results and taking the 

majority as the correct one. There are other methods of 

deriving the correct result, for instance using the 

TurpinCoan algorithm for solving the General Byzantine 

Agreement problem. Instead of having the cloud user 

performing the verification task, another viable approach 

consists in having one cloud monitoring the execution of 

the other clouds. For instance, Cloud A may announce 

intermediate results of its computations to an associated 

monitoring process running at Cloud B. This way, Cloud B 

can verify that Cloud A makes progress and sticks to the 

computation intended by the cloud user. As an extension 

of this approach, Cloud B may run a model checker service 

that verifies the execution path taken by Cloud an on-the-

fly, allowing for immediate detection of irregularities. 

 

This architecture enables to verify the integrity of results 

obtained from tasks deployed to the cloud. On the other 

hand, it needs to be noted that it does not provide any 

protection in respect to the confidentiality of data or 

processes. On the contrary, this approach might have a 

negative impact on the confidentiality because—due to the 

deployment of multiple clouds—the risk rises that one of 

them is malicious or compromised. To implement 

protection against an unauthorized access to data and logic 

this architecture needs to be combined with the 

architectureThe idea of resource replication can be found 

in many other disciplines. In the design of dependable 

systems, for example, it is used to increase the robustness 

of the system especially against system failures. 

 

C.PARTITION OF APPLICATION SYSTEM INTO 

TIERS 

 

The architectural pattern described in the previous enables 

the cloud user to get some evidence on the integrity of the 

computations performed on a third-party’s resources or 

services. The architecture introduced in this section targets 

the risk of undesired data leakage. It answers the question 

on how a cloud user can be sure that the data access is 

implemented and enforced effectively and that errors in the 
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application logic do not affect the user’s data. To limit the 

risk of undesired data leakage due to application logic 

flaws, the separation of the application system’s tiers and 

their delegation to distinct clouds is proposed (see Fig. 2). 

In case of an application failure, the data are not 

immediately at risk since it is physically separated and 

protected by an independent access control scheme. 

Moreover, the cloud user has the choice to select a 

particular—probably specially trusted—cloud provider for 

data storage services and a different cloud provider for 

applications. 

 

It needs to be noted, that the security services provided by 

this architecture can only be fully exploited if the 

execution of the application logic on the data is performed 

on the cloud user’s system. Only in this case, the 

application provider does not learn anything on the users’ 

data. Thus, the SaaS-based delivery of an application to the 

user side in conjunction with the controlled access to the 

user’s data performed from the same user’s system is the 

most far-reaching instantiation. 

. 

 
         Fig. 2. Partition of application system into tiers 

 

Besides the introduced overhead due to the additionally 

involved cloud, this architecture requires, moreover, 

standardized 

Interfaces to couple applications with data services 

provided by distinct parties. Also generic data services 

might serve for a wide range of applications there will be 

the need for application specific services as well. The 

partitioning of application systems into tiers and 

distributing the tiers to distinct clouds provides some 

coarse-grained protection against data leakage in the 

presence of flaws in application design or implementation. 

This architectural concept can be applied to all three cloud 

layers. In the next section, a case study at the SaaS-layer is 

discussed. 

 

 

 

 

 

 

 

 

 

D.PARTITION OF APPLICATION LOGIC INTO 

FRAGMENTS 

 
         Fig. 3. Partition of application logic into fragments. 

 

This architecture variant targets the confidentiality of data 

and processing logic. It gives an answer to the following 

question: How can a cloud user avoid fully revealing the 

data or processing logic to the cloud provider. The data 

should not only be protected while in the persistent 

storage, but in particular when it is processed. 

 

The idea of this architecture is that the application logic 

needs to be partitioned into fine-grained parts and these 

parts are distributed to distinct clouds (see Fig. 3). This 

approach can be instantiated in different ways depending 

on how the partitioning is performed. The clouds 

participating in the fragmented applications can be 

symmetric or asymmetric in terms of computing power 

and trust. Two concepts are common. The first involves a 

trusted private cloud that takes a small critical share of the 

computation, and a untrusted public cloud that takes most 

of the computational load. The second distributes the 

computation among several untrusted public clouds, with 

the assumption that these clouds will not collude to break 

the security. 

 

E.OBFUSCATING SPLITTING 

By this approach, application parts are distributed to 

different clouds in such a way, that every single cloud has 

only a partial view on the application and gains only 

limited knowledge. Therefore, this method can also hide 

parts of the application logic from the clouds. For 

application splitting, a first approach is using the existing 

sequential or parallel logic separation. Thus, depending on 

the application, every cloud provider just performs 

subtasks on a subset of data. An approach by Danezis and 

Livshits is build around secure storage architecture and 

focusing on online service provisioning, where the service 

depends on the result of function evaluations on the user’s 

data. 

 

This proposal uses the cloud as a secure storage, with keys 

remaining on client side, e.g., in a private cloud. The 

application is split in the following way: The service sends 

the function to be evaluated to the client. The client 

retrieves his necessary raw data and processes it according 
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to the service needs. The result and a proof of correctness 

is given back to the service providing public cloud.  

 

F.PARTITION OF APPLICATION LOGIC/DATA 
         Constantly and even fast changing network topology, 

it is very difficult to maintain a deterministic route. The 

discovery and recovery procedures are also time and 

energy consuming. Once the path breaks, data packets will 

get lost or be delayed for a long time until the 

reconstruction of the route, causing transmission 

interruption. 

Pseudonymization based on the Obfuscated 

Splitting approach could be used, e.g., in Human 

Resources or Customer Relationship Management. A 

potential cloud customer would have to remove all directly 

identifying data in the first place, like name, social security 

number, credit card information, or address, and store this 

information separately, either on premise or in a cloud 

with adequately high-security controls. The remaining data 

can still be linked to the directly identifying data by means 

of an unobvious identifier (the pseudonym), which is 

unusable for any malicious third parties. The unlink ability 

of the combined pseudonymized data to a person can be 

ensured by performing a carefully conducted privacy risk 

assessment. These assessments are always constrained by 

the assumptions of an adversary’s “reasonable means” The 

cloud customer has the option to outsource the 

pseudonymized data to a cloud service provider with fewer 

security controls, which may result in additional cost 

savings. If the customer decides to outsource the directly 

identifiable data to a different cloud service provider, she 

has to ensure that these two providers do not cooperate, 

e.g., by using the same IaaS provider in the backend. 

 

G.CONCLUSION 

The cloud providers for gaining security and privacy 

benefits are nontrivial. As the approaches investigated in 

this paper clearly show, there is no single optimal 

approach to foster both security and legal compliance in an 

omniapplicable manner. Moreover, the approaches that are 

favorable from a technical perspective appear less 

appealing from a regulatory point of view, and vice versa. 

The few approaches that score sufficiently in both these 

dimensions lack versatility and ease of use, hence can be 

used in very rare circumstances only. As can be seen from 

the discussions of the four major multi cloud approaches, 

each of them has its pitfalls and weak spots, either in terms 

of security guarantees, in terms of compliance to legal 

obligations, or in terms of feasibility. Given that every type 

of multi cloud approach falls into one of these four 

categories, this implies a state of the art that is somewhat 

dissatisfying. However, two major indications for 

improvement can be taken from the examinations 

performed in this paper. First of all, given that for each 

type of security problem there exists at least one technical 

solution approach, a highly interesting field for future 

research lies in combining the approaches presented here. 

For instance, using the n clouds approach (and its integrity 

guarantees) in combination with sound data encryption 

(and its confidentiality guarantees) may result in 

approaches that suffice for both technical and regulatory 

requirements. 
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