
 
 
 

                                                                                                       P-ISSN: 2347-4408 

              E-ISSN: 2347-4734 

 

54| Page                                      December 2016, Volume - 3, Issue - 6 

 

ENHANCING LOAD SHARING (ELShare) METHOD IN MOBILE CLOUD 

COMPUTING ENVIRONMENT 

 
A Mumtaj

1
 and Dr. S Srinivasan

2 

 
1
M E, Department of Computer Science Engineering, Anna University Regional Campus, Madurai-625 019, Tamil Nadu, 

India. 
2
Professor, Department of Computer Science Engineering, Anna University Regional Campus, Madurai-625 019, Tamil 

Nadu, India. 

 

Abstract: With uptrend of smartphones and an increasing 

number of services are provided by cloud computing. In 

mobile cloud computing (MCCs), a mobile user is 

integrated with a cloud server through a network gateway. 

The quality-of-service (QoS) is an essential factors for the 

cloud providers success in mobile cloud computing. The 

network gateway is responsible for providing required QoS 

to the users. By increasing load in one gateway, the 

sharing of load among all the gateways is one of the better 

solutions for providing QoS-guaranteed services to the 

mobile users. When a mobile device changes its location 

from one place to another, the interfacing gateway also 

changes. After the change of location of a user, the 

current interfacing gateway may go through with 

additional service load and also node mobility causes rapid 

changes in network topology. The major aspect of cloud 

computing atmosphere is the load sharing. The load 

sharing needs to do properly because if any one of the 

node gets failed, leads to data unavailability. In order to 

overcome these drawbacks, Enhancing Load Sharing 

(ELShare) method and find its ideal solution using 

auction theory is proposed. In ELShare, the overloaded 

gateway detects the misbehaving gateways and prevents 

them from participating in the auction process. It 

characterises both the problem and solution approaches in 

MCC environment. Then analyse the essential of Nash 

Equilibrium and elongated the solution for the multiple 

users by theoretical analysis. In order to give safe and 

secure operation, firewall and access control are used 

here. Finally, Numerical analysis establishes the 

correctness of the proposed algorithms. 

 

Keywords— Mobile cloud Computing, Nash equilibrium, 

load sharing, auction theory, bandwidth distribution. 

 

1. INTRODUCTION 

 

Nowadays mobile devices are inseparable 

components of our lives. Smartphones have gained 

enormous popularity over the past few years. Smartphones 

are now capable of supporting a wide range of applications, 

many of which demand an increasing computational power. 

Running complex Applications on smart phones could result 

in poor performance and shortened battery life because of 

their limited resources. For overcoming these limitations, 

mobile cloud computing (MCC) technology were 

introduced. Mobile Cloud Computing (MCC) is the 

combination of cloud computing, mobile 

computing and wireless networks to bring rich 

computational resources to mobile users, network operators, 

as well as cloud computing providers.  

The eventual goal of MCC is for enabling 

execution of rich mobile applications of  

The ultimate goal of MCC is to enable execution 

of rich mobile applications on of mobile devices, with a rich 

user experience. MCC provides business opportunities for 

mobile network operators as well as cloud providers. MCC 

unrestricted functionality, storage, and mobility to serve a 

multitude of mobile devices anywhere, anytime through the 

channel of Ethernet or Internet regardless of heterogeneous 

environments and platforms based on the pay-as-you-use 

principle. 

 

1.1 Motivation 

On-demand service delivery is one of the basic 

characteristics of MCN. For providing real-time services 

over the wireless networks, dynamic allocation of resources 

such as bandwidth is essential. It may happen that the cloud 

service provider has adequate bandwidth for providing the 

requested services to the mobile users, but the users are not 

able to harness it due to improper bandwidth management. 

Additionally, the cloud server has to assure a certain level of 

QoS in terms of service delay, reliability, jitter, and 

response time for encouraging the users to take services 

from it. Let us consider a cloud service provider (CSP), 

which provides different service demands to mobile users 

using a simple architecture, as shown in Figure 1. When a 

mobile device changes its location from one place to 

another, the inter-facing gateway also changes for making it 

feasible to offer uninterrupted service with adequate QoS 

from the cloud. After the change of location of a user, the 

current interfacing gateway may experience additional 

service load. We assume that the service request of all the 

users are independent of one another. Again, the connecting 

gateway may feel excessive service load when one or more 

mobile users in-crease their service demands. For 

maintaining the additional service request, proper 

bandwidth management is one of the prospective solutions. 

Recently, this problem was addressed by Misra et al. [1] by 

proposing an auction-based band-width distribution 

approach. The authors define the term “bandwidth 

distribution” as the proportional assignment of bandwidth to 

all the gateways, even if only a few gateways change their 

demands. Therefore, their proposed solution involves all the 
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gateways in the distribution process, which we consider as 

additional overhead to the users with differential demands. 

We further observe that the overloaded gateway may be 

surrounded by underloaded gateways. In this case, a 

localized solution that only involves few local gateways can 

be computationally inexpensive with respect to the global 

solution that involves all the gateways of the network. 

These observations motivated us for designing a localized 

solution scheme, namely Enhancing Load Sharing 

(ELShare) Method. Thus, the mobile users are totally 

transparent about this load sharing process. During the 

processing time, the system will not accept any additional 

request. The system tracks those requests and processes in 

the next run. Additionally, optimal load sharing in a 

localized scheme cannot be guar-anteed in the presence of a 

misbehaving gateway. 

Definition 1. (Misbehaving Gateway) A gateway is termed 

as a misbehaving gateway when it provides wrong in-

formation during the load sharing process for receiving 

additional privilege. 

As a consequence, the other gateways loose in the decision 

process. Nevertheless, the actual overloaded gateway may 

fail to maintain the required QoS to the mobile users 

connected to it. Therefore, a truthful load sharing scheme is 

required for avoiding such inefficiency of CSP. 

 

1.2 Contributions 

In this paper, we address the problem of QoS 

violation due to increase in load by a single user or multiple 

users as the CSP is responsible for providing QoS-

guaranteed service provisioning in an MCN environment. 

Traditionally, load management is primarily achieved 

through load balancing. Our works step ahead by proposing 

a load sharing scheme for load management. At this 

juncture, it is pertinent to clarify that load sharing differs 

from the traditional con-cept of load balancing in that, while 

the former concerns sharing the additional demand with 

local gateways, the latter concerns equalizing the service 

demand among all the gateways. 

 

 
 

Fig 1 Basic Architecture Of MCC 

 

An architectural view of the problem is shown in 

Figure 1. The dotted square in Figure 1 represents the 

boundary of a local region, whereas all the gateways are in 

the global region. We assume that the CSP is authorized for 

the distribution of initial loads when global solution is 

required, and tracks the current QoS index level for all the 

connected gateways. As in the work by Misra et al. [1], we 

also consider QoS-guarantees in terms of service delay. In 

the load sharing process, our approach intelligently 

identifies the misbehaving gateways, and, then, avoids them 

from involving in the further execution process of the 

proposed scheme. We present load sharing as a utility 

maximization problem for all the gateways, in which the 

utility is formed using the revenue and payoff functions. 

The revenue function of a gateway is defined by two 

components – transmission delay-specific and service 

delay-specific revenue functions. The payoff function 

illustrates the pricing strategy between the overloaded 

gateway and its neighboring ones. We use an auction 

theory-based scheme to solve the optimization problem. 

Each neighbor of the overloaded gateway shares the 

expected QoS index, only if the mobile user in 

consideration is within the vicinity of it. The QoS index is 

representative of the interest of the gateway to take part in 

the auction-based load sharing process. The overloaded 

gateway measures the estimated QoS index based on its 

own knowledge and the information received from the CSP. 

Finally, the overloaded gateway verifies the estimated QoS 

index with the pre-specified expected value for including 

only the truthful gateways in the auction process. We, 

further, establish the existence of Nash Equilibrium (NE) in 

the proposed scheme. We theoretically analyze the upper 

and lower pricing limits, and prove that the algorithm 

reaches optimality. 

 

2. RELATED WORKS 

 

Although in MCC mobile devices integrate with 

cloud for providing flexible, affordable, and capable service 

provisioning to the mobile users, the nascent integration 

faces major challenges due to finite power supply, low 

connectivity, presence of misbehaving users, and inefficient 

protocol design with respect to energy consumption, QoS 

provisioning, and resource allocation. Dinh et al. [7] and 

Fernando et al. [8] discussed about the subtleties behind 

enabling MCC. They highlighted several open issues such 

as security, resource management, network management, 

and quality of service provisioning. Sanaei et al. [9] 

described the present challenges and opportunities 

introduced by heterogeneity in MCC. Abolfazli et al. [10] 

indicated the existing issues on quality assurance in cloud 

based mobile devices. An energy-time efficient 

heterogeneous resource framework for hybrid mobile cloud 

computing has been studied by Sanaei et al. in [11]. A few 

recent works such as [12], [13], [14], and [15] emphasized 

on the existing security issues in cloud and mobile cloud 

environment. Such bare migration builds the motivational 

platform of our present work on secure load sharing in 

MCC. 
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Several works exist on load sharing and load 

balancing in other networks such as mobile computer 

network, homogeneous and heterogeneous system, and 

cognitive radio network. Othman and Hailes [16] discussed 

a power conservation strategy for mobile computers using 

load sharing. They reduced CPU power consumption by 

moving the jobs from a mobile host to a fixed host. Eager et 

al. [17] discussed a simple but adaptive load sharing policy 

for redistributing workload among users in homogeneous 

system. Another adaptive load sharing scheme for 

heterogeneous system was proposed by Mirchandaney et al. 

[18]. A game-theoretic framework was designed by Grosu 

and Chronopoulos [6] for obtaining a distributed, low 

complexity, and optimal load balancing scheme. Wang et al. 

[19] studied a resource allocation scheme with load 

balancing for maximizing the total data rate of all users in 

cognitive radio networks (CRNs). Wang et al. [20] proposed 

a novel auction-based approach for spectrum sharing in 

CRNs, in which the primary user (PU) allocates spectrum to 

the secondary users (SUs) based on the demand of the SUs, 

without violating its own performance. A stochastic 

differential game based dynamic bandwidth allocation 

problem was investigated by Zhu et al. [21] for both the 

SUs and the service providers (SPs). Guaranteed bandwidth 

allocation, which includes QoS requirement of the network 

components, was also proposed by Elias et al. [22]. Kun et 

al. [23] proposed a bandwidth allocation scheme for 

allocating equal amount of bandwidth to all users with the 

same type of service request. Zhang et al. [24] briefly 

summarized the different auction approaches for resource 

allocation in wireless systems. Although the existing works 

are similar to our present work, the former works do not 

consider mobility as well as security issue in their problem. 

There exist very few works, specifically on load 

balancing in cloud networks. Nuaimi et al. [25] highlighted 

the existing challenges of load balancing and task 

scheduling in cloud computing. They compared the existing 

algorithms with respect to overall network load and time 

series. Randles et al. [4] studied three distributed 

approaches, namely Honeybee Foraging Behavior, Biased 

Random Sampling, and Active Clustering, for comparing 

different distributed load balancing schemes. Doyle et al. 

[2] proposed a scheme for scheduling incoming traffic to the 

nearest server to reach energy efficiency. They used 

Voronoi partitions for selecting low carbon emitted data 

center. A stochastic model of a cloud computing cluster was 

investigated by Maguluri et al. [5]. Zaman and Grosu [3] 

discussed an auction-based mechanism for dynamically 

allocating the virtual machines (VM). Papagianni et al. [26] 

proposed a unified resource allocation framework for cloud 

networks. Amamou et al. [27] discussed a service level 

agreement-aware dynamic bandwidth allocator (DBA), in 

which bandwidth is allocated among the VMs based on the 

application requirements. The mapping of cloud server and 

mobile users in MCC was studied by Das et al. [28]. A 

varying QoS requirement problem for different data 

incentive applications in cloud computing systems was 

studied by Lin et al. [29]. For distributing heterogeneous 

resources in mobile cloud systems, Zhang et al. [30] 

proposed a combinatorial auction scheme. Wang et al. [31] 

introduced a double multi-attribute auction based resource 

allocation mechanism in cloud environment. However, the 

fundamental differing characteristic of the work presented 

in this paper from the existing ones is that we consider 

resource sharing in the presence of misbehaving users. 

Recently, Misra et al. [1] studied the bandwidth shifting and 

redistribution problems in a typical MCC environment. 

They studied proportional distribution of the available 

bandwidth among all the gateways in MCC. Therefore, the 

total cost for distribution is more as all the network 

gateways participate in the distribution process. A 

comparative study of the current state of the work is shown 

in Table 1. 

Many security related works such as [15], [32], 

[33], [34], [35], and [13] also exist in a cloud computing 

environment. An anti-cheating bidding scheme was 

proposed by Hu et al. [12] for investigating the bidding 

strategy of bidders and finally securing the system from 

malicious bidders. Chen et al. [33] introduced three auction-

based mechanisms for cheat-proof distributive spectrum 

allocation in cognitive radio based systems. However, none 

of these schemes addresses the problem of providing QoS-

guaranteed load sharing in the presence of misbehaving 

users in MCN. In this paper, we propose a truthful auction-

based QoS guaranteed load sharing scheme in MCN. 

 

3. PROPOSED WORK 

 

The proposed ELShare method is divided into the following 

stages such as, 

 Cloud storage 

 Cloud gateways 

 Firewall and access control 

 Gateway misbehavior detection 

 ELShare Algorithm 

 Temporary Allocation 
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Fig 2 Overall flow Diagram of ELShare Method 

 

3.1. Cloud Storage 

Consider a simple mobile cloud environment with 

one CSP and I single channel gateways G = {G1, G2,….GI} 

connected with the CSP through wireless channel. Further 

consider that each gateway Gi has Ki number of mobile 

users connected with it through a mobile network. Hence, 

Ni= {Ni1, Ni2, ….. , Niki}, and, thus, N=⋃I
i=1Ni. Let us 

consider that the total allocated bandwidth vector for 

gateways G is B={B1,B2,….BI}.Blot denotes the total 

available bandwidth of CSP . If a mobile user request any 

service from CSP, the service is provided through the 

connecting gateway. If the entire Btot is allocated to gateway 

Gi, the protocol overhead and the spectral efficiency of each 

wireless channel, respectively.  

 

3.2 Cloud Gateway 

 In MCN, the load of a gateway Gi increases when 

either a connected user increases its demand or a mobile 

user changes its connecting gateway from Gj to Gi due to 

location change. Therefore, the service delay of the gateway 

Gi is affected. For maintaining the QoS in terms of service 

delay, the gateway Gi calculates the total transmission delay 

for all the connected mobile users. In Theorem (1), prove 

that the service delay differs with the heterogeneous service 

demand. 

 

Theorem 1. Let us consider that a mobile user Nil modifies 

its service demand. The service delay of the connecting 

gateway Gi before the demand change is unequal to that 

after the demand change, because of the variation in total 

transmission delay of Gi. 

Proof 1. Let consider the case in which only one mobile 

user, say Nil, of the gateway Gi changes its service demand. 

Therefore, the transmission delay for the mobile user varies 

from Til to T
b

il. Then it represents the service delay 

computation before and after the service demand change by 

di(t1) and di(t2), respectively.  

Depending upon the transmission delay variation, 

the following scenarios occur: 

Case I: In di(t1) ≥  di(t2), if Til ≥ T
b

il. It means that QoS is 

not violated in terms of service delay. 

Case II: In di(t1) < di(t2), if Til < T
b

il. In this case, the 

decision of QoS is taken by the value of service delay 

threshold dθi of the gateway Gi as follows: 

Case IIa: The QoS provisioning by the gateway Gi is not 

violated if di(t2)≤dθi. 

Case IIb: The QoS provisioning by the gateway Gi is 

violated if di(t2) >dθi. 

From Theorem 1, observe that the QoS 

provisioning by a gateway fails when the modified service 

delay exceeds the service delay threshold. This necessitates 

the requirement of ensuring load sharing. Although the 

bandwidth distribution approach is one of the useful 

remedies for the above problem, it involves all the gateways 

in decision making, and is thus, computationally expensive. 

Unlike bandwidth distribution, the load sharing approach 

results in low overhead, as the solution approach does not 

involve all the gateways until and unless it is required. 

 

3.3 Firewall and Access Control 

 In that process cloud service, will check the 

authentication in cloud Server area. User will access the 

service then server will authenticate the firewall access 

service. It has very more authenticated the user in cloud 

service. The roles are offered by the server. First, it can 

authenticate users during the storage/retrieval phase. 

Second, it can access control. Third, it can encrypt/decrypt 

data between users and their cloud. The data can be further 

encrypted to prevent dictionary attacks before being 

forwarded to the metadata manager (MM). Blocks are 

decrypted and the server verifies the signature of each block 

with the user’s public key during the retrieval phase. The 

data owner submits the data, the list of the users, and the 

parameters required for generating an access control list 

(ACL) to the CS. And Security Manager (SM) stores 

metadata which include block signatures, encrypted keys 

and process id entity management check. While SM checks 

and verifies the right id entity, the security proceed s to 

convergent encryption, which serves as the third layer of 

security. SM can check whether a user is authorized to 

retrieve a file that he/she has requested. This offers an 

additional access control. Additionally, SM can 

communicate with the cloud service provider (CSP) to store 

and retrieve data blocks. 

 

3.4 Gateway Misbehavior Detection 

 

 A gateway is termed as a misbehaving gateway 

when it provides wrong information during the load sharing 

process for receiving additional privilege. The overloaded 

gateway Gi compares the expected and estimated QoS 

permissible index for identifying misbehaving gateways. 

The gateway Gi accepts the interested gateways, as 
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participants in the auction process, whose value of the 

above difference lies within. Remaining gateways are 

excluded from the process. 

 

3.5 ELShare For Multiple Users Load Increment 

 

 In this section formulate the utility function of the 

gateway for designing an optimal solution of the load 

sharing problem and present an auction theory based load 

sharing scheme, namely Enhancing Load Sharing 

(ELShare), followed by the theoretical analysis of the 

ELShare approach. 

 

3.5.1 Utility Function  

To modify the utility function for computing total 

payoff of all the gateways due to multiple users’ demand 

increment. Similar to the case of single user demand 

increment, the utility of the overloaded gateway, say Gi, is 

computed depending on the transmission delay, service 

delay, and payoff value. The transmission and service 

delay-specific revenue functions. Finally, it constructs a 

utility maximization problem using the utility functions of 

the overloaded and the under loaded gateways. The utility 

maximization problem for all the gateways is expressed as 

follows: 

Maximize U 

Subject to d ≤ dθ  

 

3.5.2 ELShare Algorithm Design 

 To adopt the merely identical auction scheme for 

sharing the load of multiple users among the neighboring 

gateways. The overloaded gateway Gi acts as an auctioneer 

cum bidder. The neighbors of Gi are treated as the 

consumer, and the loads are represented as the selling 

objects. The auction process picks up the reliable consumers 

among all the neighbors of Gi. The elemental step of the 

ELShare algorithm is illustrated as follows: 

  

a. Broadcast Pre-requisite: Let assume that each 

gateway Gi is aware of its nzown proximity region as 

well as the positions of all the connected mobile users. 

During the time of connectivity establishment, each 

gateway measures the transmission delay according to 

the user’s demand. The overloaded gateway Gi starts 

the auction process by broadcasting. 

b. Expected value Computation of QoS Permissible 

Index: Each neighbor Gj,j ∈ Ne(Gi) measures the 

expected delay vector and the expected QoS 

permissible index vector for all the users. If any user is 

not in the proximity region of Gj,j ∈ Ne(Gi), the 

gateway Gj replaces the expected QoS permissible 

index for that user by X(>1) .Finally, each Gj shares  

with the gateway Gi, if at least one user is within the 

proximity region of it. 

c. Runtime Estimation of QoS Permissible Index: The 

gateway Gi estimates the QoS permissible index vector 

for all the participated gateway-user pair. If the 

expected QoS permissible index of any gateway-user 

pair is greater than unity, Gi updates the estimate of 

QoS permissible index for that pair by X(> 1) value. 

d. Misbehavior Detection: The overloaded gateway Gi 

compares the estimated QoS permissible index with the 

expected QoS permissible index for each interested 

gateway-user pair. Finally, the gateway Gi selects the 

neighboring gateways as participants, who have the 

value of QoS index difference less than ∈. 

e. Determine Bid Value: At the starting phase, the 

overloaded gateway Gi submits the bid value P, which 

denotes the minimum price per unit transmission time 

for sharing the load. During the auction process, it 

increments the bid value by a positive quantity Δ P, as 

follows: 

P(H+1) = P(H)+ΔP  

The overloaded gateway Gi attracts the participants 

by increasing the bid value until the current utility 

reaches the initial utility value. 

f. Bid Selection: Any gateway Gj accepts the submitted 

bid value if the expected total payoff in the next 

iteration is lesser than the present total payoff. 

g. Load Allocation: The gateway Gi, initially, sorts the 

users, based on the required transmission time. From 

the list of gateways that accepts the submitted bid, a 

gateway with minimum value of for the maximum 

transmission time b in the list is selected for 

temporarily reserving the user. The motivation behind 

such type of selection is to overcome the scenario 

where the total available resources of the neighbor 

gateways are sufficient to provide the services, but the 

individual ones are not. The temporary allocation 

process for the gateway is continued until the users’ 

transmission time list becomes empty. Likewise, the 

gateway Gi further continues the temporary reservation 

process until it temporarily reserves all the users, or the 

list of participating gateways becomes empty. Finally, 

the gateway Gi permanently assigns the users to the 

respective winner gateways only if all the users are 

temporarily reserved. Otherwise, the process terminates 

unsuccessfully stating that the load sharing process is 

not sufficient to share the load among the neighbors 

due to the insufficiency of the resources.  

h. Payoff Calculation: The overloaded gateway pays the 

amount to the winning gateways, it represents the total 

transmission time corresponding to each winning 

gateway, and is a constant value. The failed gateways 

do not get any benefit from the auction process. 

 

3.5.3 Nash Equilibrium 

 By investigate the existence of Nash Equilibrium 

of the ELShare algorithm, which is stated by the following 

theorem using the rate parameter n.  

 The neighboring gateways participate in the load 

sharing process only if the final payoff increases with 

respect to that in the previous iteration cycle. To consider 

that the bidding price is uniformly increased by Δp amount 

in each iteration H. Using the first and second derivatives of 

the final payoff function ϑi with respect to H. 
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 If the maximum payoff value exists within the 

pricing range, the utilities of all the gateways are increased. 

Otherwise, the final utility of the overloaded gateway is 

decreased. Therefore, by conclude that there exists Nash 

Equilibrium at the maximum payoff point, which depends 

on the rate parameter n. Finally, it derives the value of n 

using heuristic analysis. In other words, the upper pricing 

limit Pi must be greater than or equal to the final bidding 

value Pi +ΔPH for the existence of Nash Equilibrium. 

Hence, obtain the necessary condition for the existence of 

Nash Equilibrium.  

 

3.6 Temporary Allocation 

 

The temporary allocation process for the gateway 

Gj* is continued until the users’ transmission time list 

becomes empty. Likewise, the gateway Gi further continues 

the temporary reservation process until it temporarily 

reserves all the users, or the list of participating gateways 

becomes empty. Finally, the gateway Gi permanently 

assigns the users to the respective winner gateways G* only 

if all the users are temporarily reserved. 

 

4. CONCLUSION  

 

This work identified and addressed the problem of 

load sharing for distributing the loads of the overloaded 

gateway in an MCN environment. The load sharing process 

differs from the traditional load balancing process in that 

while the former concerns sharing the additional demand 

with local gateways, the latter concerns equalizing the 

service demand among all the gateways. This work 

proposed an auction-based QoS guaranteed secure load 

sharing algorithm for maximizing the utility of the 

overloaded gateway in users load increment scenarios. Then 

it verified the requirement of load sharing through 

numerical analysis. Finally, it also investigated the existence 

of Nash Equilibrium and the optimality criteria of the 

proposed algorithms.  

In Future work are able to distinguish the 

misbehaving gateways from all the participants using the 

information partially provided by the CSP, in real 

environments, this information sharing is not always 

feasible. Therefore, a self-computing scheme is required. In 

Future work considered multilayered Security For blocking 

virus and Trojans and also, enable the self-computing 

Scheme. 
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