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Abstract — Several sensor nodes are deployed in wireless sensor 

networks (WSNs) to transmit data packets. Due to the availability of 

resource constrained characteristics in WSN, the various attacks 

such as black hole, sink hole, Sybil, etc affect data collection. To 

overcome this limitation, Active Detection Data Routing (ADDR) 

protocol by integrating the active detection and data routing concept 

to provide secured data transmission. The data route security is 

improved by obtaining trust value with fast detection of attack node 

through the active creation of a number of detection routes. The 

energy is achieved efficiently by full utilization of energy in non-

hotspots after distribution and generation of detection route in the 

proposed ADDR protocol. The comparison of proposed ADDR 

protocol and existing TARF protocol proves the efficiency of the 

proposed approach. The performance of the proposed approach is 

compared in terms of energy, throughput, network lifetime, packet 

delivery ratio, and security. The proposed ADDR protocol improves 

successful data route probability and optimizes network lifetime 

significantly.        

 
Index Terms— Wireless Sensor Network (WSN), black hole attack, 

Sybil attack, security, energy consumption, trust, multi-path routing.  

 

1. INTRODUCTION 

 

An emerging technology of Wireless Sensor Networks 

(WSN) is utilized in different applications such as 

environmental monitoring, industrial, civilian, and military 

domains [1]. Usually, the simple sensor nodes have low cost 

due to the availability of a large number of nodes in a network 

and economic consideration. Due to the action of different types 

of attack in a network, the sensor node becomes non-attentive 

to the data transmission which causes failure to reach the 

destination node. One of the different attacks is Black Hole 

Attack (BHA) and it compromises a node to incorrect packet 

transmission in a specific path which results discarding of 

sensitive data [2]. The network takes incorrect decision for 

packet transmission because the network transmits data based 

on the information in the sensor node. In WSN, the detection of 

BLA is a challenging research to provide security in a network.  

There are different approaches existed to avoid black hole 

attack by either knowing black hole information or without 

know the information [3]. Through multiple path routing 

algorithms, the data packet is partitioned into M shares in order 

to transmit these shares into destination node [4]. But, the data 

packet is able to resume with T shares when the attack is 

available in a transmitting route path. If the destination node 

receives more than the required T shares, then, the network 

requires high energy consumption for entire packet 

transmission [5]. After that, the trust route strategy is required 

to improve the secured data transmission with success routing.  

Here, the sensor nodes have a higher probability of successful 

routing by selecting an appropriate node in a route with high 

trust and this process leads higher success probability of data 

transmission to the destination node. 

1.1.Problem Statement 

 Still, identification of the trust node in a route is a 

difficult process for packet transmission and also high 

cost is obtained in the existing trust-based approach. 

[6]  

 Due to large amount of sensor nodes in WSN, the 

attainment of low energy consumption efficiently is a 

major challenging factor to obtain.  Due to high energy 

consumption in trust acquisition and diffusion process, 

the network lifetime is affected in the network.  

 Due to the availability of different malicious nodes in 

a path, security in packet transmission is difficult to 

achieve.                              

The remaining parts of this paper are organized as follows: 

Section II reviews some of the existing works related to security 

attainment and detection of attacks in WSN network. Section 

III presents the detailed description of the proposed active 

detection data routing protocol (ADDRP). Section IV presents 

the experimental analysis and results of the proposed auditing 

system. Finally, this paper is concluded and the future work to 

be carried out is stated in Section V.   

2. RELATED WORK 

This section deals with the works related to detection of 

attack and security providence involved in WSN network. The 

simple routing protocol using single-path routing was easily 

affected by the action of an attacker. Hence, the multi-path 

routing was utilized as a natural approach for transmitting a data 

to the destination node. Also, the receiving of the data packet in 

sink node was still difficult to achieve in multipath routing if an 
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attack existed in the same route [7]. Based on the either partition 

of a data packet or not, the multipath routing protocol was 

divided into two categories such as multipath routing with share 

and without share division which was called as a partition of 

packets into different shares to reach the sink node through 

different paths.  

The multi-dataflow topology (MDT) was one of the 

different multi-paths routings without share division to restrict 

the selective forwarding attack. Here, the data transmission in a 

network was performed on the basis of two dataflow protocols 

in order to reach the packets to the destination node through 

either one of the topologies when a topology was affected by a 

malicious node [8]. During the routing of the packet through n 

routes simultaneously, the network lifetime was greatly 

affected by consuming n times energy for a single path route. 

The multipath routing in different protocols such as DSR, 

AODMV, and AOMDV[9] was researched in this paper and 

these protocols exercised the same network lifetime problem. 

The SPREAD algorithm was one of the different multi-

paths routings with shares division to transmit a secret message 

among multiple shares [10]. The threshold secret sharing 

approach was utilized to represent a multiple shares of the secret 

message as (T, M). Even though M shares was accepted by 

destination node through multiple independent paths even if a 

few number of shares was able to drop from a network, the 

entire secret message was still required to recover in the share-

based multi-path routing protocol [11]. The restoration of nodal 

information was unable to achieve if one share was routed from 

each path by capturing T shares through different attackers and 

this restoration problem increase attack difficulty [12]. The 

multi-path routing algorithms were also called as deterministic 

by a predefining set of route path in the same network topology. 

Thus, the different attacks were able to cause data transmission 

in a network if the routing algorithm was attained by the 

adversary.   

In order to overcome the above-mentioned limitations, the 

random propagation topology was utilized with its four types 

such as random propagation (PRP), multi-cast tree assisted 

random propagation (MTRP), non-repetitive random 

propagation (NRRP), and directed random propagation (DRP) 

[13]. Here, the message was classified into M shares at the 

initial stage without predetermination of route path for each 

share. The capturing of shares higher than the T shares was 

difficult if the adversary acquired in the routing algorithm by 

occurring compromise node. By the action of black hole 

attacker, the path in multipath routing protocol was easily 

affected when adding the shares in the same path with high 

probability. Hence, a security-Energy-efficient Disjoint Route 

(SEDR) [14] was developed to utilize a large amount of energy 

of sensor nodes for routing shares to the destination node in 

randomized disjoint multipath routes.  

The trust routing algorithm was another routing protocol to 

achieve success routing by avoiding an attack and this 

algorithm had challenges in different networks such as WSN, 

ad hoc networks, and peer-to-peer networks [15]. The action of 

malicious nodes was prevented by using energy and trust cost 

in trust-aware routing framework (TARF) from misbehavior 

network. Based on nodal nodes, the existing Sec-CBSN 

algorithm suggested different trust calculation. For medical 

sensor networks (MSN) [16], the ReTrust trust management 

protocol developed to restrict attack action in a node for 

particular data transmission. In VANET, the accurate and fast 

identification of malicious nodes was dealt in TRIP [17] 

algorithm to provide safe data transmission. But, these 

algorithms have obtained high cost to attain trust during the 

avoidance of black hole attack.  

   

3. ACTIVE DETECTION DATA ROUTING PROTOCOL 

This section presents the detailed description of the 

proposed active detection routing protocol (ADDRP). The main 

objective to propose AADRP protocol is the providence of 

secured data transmission with minimum delay by using 

encryption and decryption process. The four stages are involved 

in the proposed protocol that is described below.  

 Network Formation 

 Trust Value Calculation 

 Neighbor Discovery 

 Misbehavior Detection 

The overall flow diagram of the proposed ADDRP protocol is 

shown in Fig.1. Initially, the network model is created with a 

uniform distribution of sensor nodes to transmit the message 

between the source node and the destination node. To avoid 

attack action during the packet transmission, the trust value for 

each sensor node is calculated for a particular route.  
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Fig.1 Overall Flow Diagram of the proposed ADDRP protocol 

The trust value and energy are calculated by suing the packet 

and queue size. The neighbor node from source to destination 

node is determined for packet transmission. If an intermediate 

node is identified as an attacker by using the proposed ADDR 

protocol, then successful communication is achieved by 

determining the next hop node.  

3.1. Network Formation 

The network is created by selecting a number of nodes to 

transmit a data between sensor nodes. The uniform distribution 

of sensor nodes in circular WSN network and it is scattered 

randomly. After deployment of sensor nodes, the network 

radius is represented as R with density ρ. The deployed sensor 

node transmits a message from the source node to the 

destination after initiation of the request.   

 
Fig. 2 Network Formation 

Fig.2 shows the process of network formation with 50 number 

of nodes. Based on the cryptography-based protocol, the link-

level security is achieved by considering the safe node as a link 

key. Otherwise, the compromising node is specified as an 

adversary.  

3.2. Trust Value calculation 

The trust value of a node is calculated to avoid black hole attack 

during the process of data routing and active detection routing 

protocol. The trust value is computed on the basis of three 

parameters such as 

 Energy  

 Packet Count 

 Queue Size  

Here, the trust value of the current node is less than 0.7, then 

the node is called as a normal node. If the trust value of the 

current node is greater than 0.7, then the node is specified as a 

malicious node. Finally, the identified malicious node is added 

to the block list in order to obtain fast data transmission with 

high security. The algorithm for record based trust calculation 

is described below.  

Record based trust calculation 

Step 1: Begin 

Step 2: Starts route discovery process 

Step 3: Gather neighbor node informations such as energy, 

packet count, and queue size.  

Step 4: Trust value is calculated by using  

𝑇𝑐 = 𝑡𝑠 + 𝑃 2⁄  

Step 5: The trust value of current node is retrieved. 

If (𝑇𝐶 > 0.7) 

Begin 

Detection of malicious node 

Add malicious node to block list 

Else 

Successfully data transmitted 

End 

End 
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 Fig. 3 shows the calculated trust value for different number of 

nodes in the network. 

 
Fig. 3 Trust Value Calculation 

3.3. Neighbor Discovery 

Initially, the routing table is utilized with one entry for a single 

destination by using the on-demand reactive routing protocol. 

The route discovery process is started on the basis of flooding 

node between the source and the destination node to form the 

low energy consumed route.  

In order to find the reverse route, the intermediate nodes are 

utilized to update the request in routing table after receiving a 

route request (RREQ) packet from source node to destination 

node. In the similar way, the route reply (RREP) packet is 

forwarded to source node from the destination node after 

accepting the request message. Fig. 4 shows the discovery of 

neighbor nodes for different number of nodes utilized in the 

network. From the figure, it is analyzed that the position of the 

neighbor node is analyzed for a particular node.   

 
Fig. 4 Neighbor Discovery 

3.4. Misbehavior Detection 

The malicious node is detected to reduce the energy 

consumption which improves the network lifetime. Initially, the 

route request packet is transmitted to all intermediate nodes 

between the source (S) and the destination node (D). The 

neighbor node is verified in a list after the discovery of route by 

using proposed ADDRP for shortest and longest path. By using 

security packet, the misbehavior nodes are detected in a specific 

path. Finally, the data is communicated successfully from the 

source node to the destination node with high security. By using 

the proposed ADDR protocol, the packet is transmitted safely 

in a network. The packet utilized for transmission is classified 

into two types such as request and respond. The request packet 

consists of pieces of information such as head, type, source, 

longest detection route length (�̅�), 𝜔, and id of the node. The 

respond packet consists of pieces of information such as head, 

type, source, destination, source id, node id. 

 The undetected node is selected by a source node to find 

the detection route. The longest route length is decreased by one 

after reception of detection packet by nodes. The feedback route 

is determined from destination to source node by generating 

respond packet. The longest route length is kept as zero value, 

then the feedback path is identified for sending respond packet. 

If the maximum route length (�̅�) is not 0, then the packet 

detection process is continued to choose next hop.      

The misbehavior node is detected by using two stages such 

as, 

 Identity Collection 

 Randomized Broadcast Request 

Identity Collection  

 The identity of REQUEST message is transmitted from 

initiator to neighboring nodes. The hello message is responded 

from stationery neighbor node for the transmitted request 

message. If the respond is obtained by initiator, then 

acknowledge message is transmitted to the all stationary 

neighbor node. After completing this message transformation, 

the channel is kept in idle situation. If the channel is unable to 

go idle after a particular time, then the protocol detect the 

misbehavior action.  

Randomized Broadcast Request 

 The motion detection and Sybil attack classification are 

achieved by collecting received signal strength indication 

(RSSI). The initiator issues random sequence request to the 

node by hashing all identity together. The transmit message 

sends to each node in random sequence and each node 

broadcasts hello message within a specific time.    
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Fig. 5 Misbehavior Detection 

 

The RSSI records each transmission of hello message. If the 

message is unable to hear in RSSI within a specific time, then 

the node is determined as an attacker.  

 If the trust value of a node from the candidates is greater 

than the threshold value, that node is presented as a next hop 

after receiving a data packet from any node in data routing 

protocol. If a node unable to determine correct next hop node, 

then feedback failure is transmitted to the upper node. After 

that, the unselected node set is recomputed by the upper node 

with the highest trust and that particular node is determined as 

next hop.    

Fig.5 shows the detection of misbehavior node by using ADDR 

protocol. In this figure, the misbehavior nodes are determined 

as 24, 18, and 26 in a path from a source node (6) to destination 

node (40).         

4. PERFORMANCE ANALYSIS 

This section presents the performance analysis of proposed 

protocol and compared with the existing trust-based routing 

TARF protocol. The performance metrics utilized for the 

evaluation of the proposed protocol are 

 Packet Delivery Ratio (PDR)  

 Delay Ratio  

 Throughput 

 Security 

4.1. Packet Delivery ratio (PDR) 

The term packet delivery ratio (PDR) is defined as the ratio of 

a number of received data packets to the total number of 

transmitted data packets.  

𝑃𝐷𝑅 =  
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑑𝑎𝑡𝑎 𝑝𝑎𝑐𝑘𝑒𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑎𝑠𝑛𝑚𝑖𝑡𝑡𝑒𝑑 𝑑𝑎𝑡𝑎 𝑝𝑎𝑐𝑘𝑒𝑡𝑠
                          (1) 

Fig. 6 shows the variation of PDR value with respect to time for 

both existing and proposed protocol. The comparison figure on 

PDR variation proves efficiency of the proposed ADDR 

protocol.  

 
Fig. 6 Comparison of packet delivery ratio 

For the minimum execution time (10 ms), the PDR value of the 

proposed protocol is 80% which is greater than the existing 

system (60%). Also, the PDR values of both proposed and 

existing protocol are 97%. 77% respectively for maximum 

execution time (100 ms). From the PDR values, the proposed 

ADDR protocol improves PDR value into 25%, 20.61% for 

both maximum and minimum execution time than the existing 

protocol.     

4.2. Delay  

Delay time is defined as the ratio of a total number of 

transmitted packets to the overall execution time. The average 

time consumed by the proposed protocol to transmit a data 

packet from source node to destination is called as the delay 

time in a network.  

𝐷𝑒𝑙𝑎𝑦 =  
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑 𝐷𝑎𝑡𝑎 𝑝𝑎𝑐𝑘𝑒𝑡𝑠

𝑂𝑣𝑒𝑟𝑎𝑙𝑙 𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒
                              (2) 

Fig. 7 shows the delay time variation with respect to a different 

number of nodes for both existing and proposed protocol. The 

comparison figure on delay time variation proves less time 

taken for transmitting data packets between sensor nodes in the 

proposed ADDR protocol.  

 
Fig. 7 Comparison of delay time 

When compared to the existing protocol, the proposed ADDR 

protocol achieves lowest delay time (38s) for a minimum 
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number of nodes (20). For the maximum number of nodes 

(100), the proposed protocol achieves lower delay time (52s) 

than the existing algorithm (69). From these different delay 

time, the proposed ADDR protocol is comparatively reduced to 

28.30% and 24.63% for minimum and a maximum number of 

nodes respectively.   

4.3. Throughput 

The term throughput is defined as the ratio of a total number of 

received data packets to the simulation time. Without the 

inclusion of protocol overhead and transmitted data packets, the 

throughput value is calculated by finding the number of 

forwarded bits per unit time from the source node to destination 

node. 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =  
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑑𝑎𝑡𝑎 𝑝𝑎𝑐𝑘𝑒𝑡𝑠 

𝑆𝑖𝑚𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒
                     (3)  

Fig. 8 shows the throughput value variation with respect to 

different execution time (ms) for both existing and proposed 

protocol. The comparison figure on throughput value variation 

proves that the proposed protocol attains high successful packet 

transmission from the source node to the destination node in a 

network. 

 
Fig. 8 Comparison of Throughput 

For the minimum execution time (10 ms), the throughput value 

of the proposed protocol is 82% which is greater than the 

existing system (60%). Also, the throughput values of both 

proposed and existing protocol are 97%. 80% respectively for 

maximum execution time (100 ms). From the different 

throughput values, the proposed ADDR protocol improves 

throughput value into 26.82%, 17.52% for both maximum and 

minimum execution time than the existing protocol. 

4.4. Energy Consumption 

The energy consumed to transmit a data packet from source 

node to destination node is called as energy consumption which 

is denoted as EC.  

𝐸𝐶 = (∑ 𝑖𝑛 𝐼𝑛𝑖𝑡𝑖𝑎𝑙 𝐸𝑛𝑒𝑟𝑔𝑦 − 𝐹𝑖𝑛𝑎𝑙 𝐸𝑛𝑒𝑟𝑔𝑦 (𝑖))𝑛   

Where 𝑖 is initially kept at 0 and n represented as a number of 

nodes in a network. By using this energy consumption formula, 

the total energy consumption for packet transmission is 

computed by dividing total energy with respect to a total 

number of nodes.  

 
Fig. 9 Energy value for different nodes 

Fig.9 shows the variation of energy value with respect to a 

different number of nodes. The energy value is 100 for single 

node 46 and energy value for different nodes is varied with 

respect to the position of X and Y.  

4.5.Security 

The security in a network is defined as the successful data 

transmission safely. It is defined as the ratio of a number of 

successfully transmitted packets safely to the total number of 

utilized for packet transmission. Fig. 10 shows the comparison 

of security achievement in proposed and existing protocol.     

 
Fig. 10 Comparison of Security attainment 

When compared to the existing protocol, the proposed ADDR 

protocol achieves highest successful packet delivery with 

security (10) for a minimum number of nodes (50). For the 

maximum number of nodes (300), the proposed protocol 

achieves highest successful packet delivery with security (58) 

than the existing algorithm (43). From these different secured 

packet delivery, 50% and 25.86% for minimum and a maximum 

number of nodes respectively.    

5. CONCLUSION AND FUTURE WORK 

This paper proposed a new active detection data routing 

protocol (ADDR) based on the active detection of the attacker. 

Initially, the network is formed with a number of nodes for 

packet transmission. Then, the trust value is computed by using 

the calculation of energy, packet size, and queue size. Through 
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correct identification of neighbor node, the data is transmitted 

from the source node and destination node. Based on the 

threshold value, the misbehavior node is detected to transmit 

data securely. The proposed approach contains several 

advantages such as security, scalability, high energy efficiency, 

and high successful routing. The successful routing probability 

is achieved quickly by fast detection of trust value to avoid 

malicious nodes. The residue energy is utilized in the proposed 

protocol to create multiple detection routes. The performance 

of the proposed protocol is compared with the existing approach 

in terms of different metrics such as throughput, energy, packet 

delivery ratio, security, and delay time. In future, the proposed 

approach is required to enhance in both network security 

performance and energy efficiency.           
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