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Abstract—Following the wide custom of cloud services, the 

amount of data stored in the data center has experienced a 

dramatic growth which makes real-time information 

retrieval much more complicated than before. Moreover, 

data is usually encrypted before being outsourced to data 

centers in order to preserve users’ data privacy. The 

relevance between documents is normally concealed in the 

process of encryption, which leads to significant search 

efficiency degradation. Recent techniques used to search on 

encrypted data do not perform well within such a massive 

data environment. Hence in this paper, multi-keyword 

ranked search over encrypted data based on clustering index 

is proposed to support more search semantics and to meet 

the demand for fast cipher text search. The proposed method 

has an advantage over the traditional approach in terms of 

document retrieval. 

Keywords— Cloud computing; Cipher text Search; Ranked 

search; Hierarchical clustering; Security. 

1.  INTRODUCTION  

 Cloud computing is getting more popular among both 

academic and industry communities as it becomes a major 

deployment platform of distributed applications. Users can 

outsource their data onto public clouds, and then access those 

data anytime and anywhere. Cloud computing provides a 

flexible and economic strategy for the user in terms of 

resources sharing. It leads to the reduction of hardware, 

software and data maintenance overheads and also offers a 

convenient communication channel to share resources among 

data owners and data consumers. 

 Despite its major advantages, the cloud computing 

infrastructure faces very challenging tasks, especially on data 

privacy and security. As data are outsourced to public clouds, 

data owners do not have direct control over their sensitive data 

and worry about illegal use of their private data. Usually, 

cloud servers are considered as curious and semi-trusted. Data 

owners will hesitate to outsource their data to the public cloud 

if there are risks of data exposure to the cloud service provider 

or a third party. Thus, providing sufficient security and data 

privacy are very important, especially for applications 

processing financial system and government data, health 

information, business related information, etc.  

 A traditional way to provide data privacy and to 

reduce the information leakage is data encryption. Data 

owners encrypt their data before outsourcing to the public 

cloud. The data owner adopts a secure symmetric encryption 

algorithm (e.g. AES) to encrypt the data and outsources it to 

the cloud server. Data encryption prevents the cloud provider 

or third party from disclosure or illegal use of their data. This 

will make data privacy on server side but searching on 

encrypted data becomes a very challenging task.  

 

 
Fig. 1.Architecture for search over encrypted cloud data 

 

 In the recent years, many researchers have proposed 

and implemented many cipher text search schemes by 

incorporating the cryptographic techniques. Many cipher text 
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search methods have made the retrieval of encrypted data in 

secure and efficient way but the search time increases along 

with the growth of data. 

  In this paper, multi-keyword ranked search over 

encrypted data based on clustering index is proposed to 

support more search semantics and to meet the demand for 

fast cipher text search. Hierarchical clustering method is used 

with backtracking algorithm which has made the search and 

retrieval of data in more efficient way with growth of data. 

 In section 2 we present an elaborate survey of various 

ranked keyword search techniques found in the literature. In 

sections 3 and 4 we present the proposed system model and in 

section 5 we present the conclusion. 

2. RELATED WORK 

 Song et al. [5] propose architecture of sequential 

search over the encrypted documents. Their techniques 

provide cryptographic schemes for searching on encrypted 

data which is provably secure in the sense that untrusted 

server cannot misuse or learn anything from the cipher text 

and it also provides query isolation, controlled search with 

hidden queries so that search results can be obtained without 

revealing the word to the server. However, the encryption and 

block cipher operation depend on the document length which 

is intolerable against exponential growth of data.  

 Eu-Jin Goh et al. [1] propose security model for 

secure indexes known as semantic security against adaptive 

chosen keyword attack (ind-cka) and also developed a 

efficient ind-cka secure index construction called z-idx using 

pseudo-random functions and Bloom filters. This search 

scheme is the most efficient encrypted data search scheme 

which can be used to build encrypted searchable audit logs 

and private database query schemes. In massive data 

environment with query keyword it is not efficient due to the 

lack of ranking mechanism. 

 Cong Wang et al [7] formally define encrypted 

inverted index for encrypted document in order to perform 

secure ranked keyword search. Similarity score between 

documents and the query are computed by the cloud server in 

the search phase. According to the similarity score, the user 

can get the relevant documents with top k results. The most 

common rule used in the evaluation of relevance score is the 

TF (Term Frequency) and IDF (Inverse Document 

Frequency).TF is the number of times a word appears in the 

given file which denotes the importance of that word.IDF is 

obtained by dividing the total number of file by the number of 

files containing the term to find the importance of that word in 

the entire files. The user can get the relevant data in the ranked 

order. 

 Cong Wang et al [10] propose a method security and 

reversibility mapping for the ranked keyword search method 

in order to provide strong as possible security features’ for the 

keyword search. The security is obtained by using hash chain 

technique such as SHA-1.  Hash value is inserted along with 

the index, other process are same as ranked keyword search 

method. The reversibility mapping is done through binary 

search. The user can get the secure data in efficient manner. 

However this method cannot be used in multi-keyword search.  

Ning Cao et al [8] propose architecture to solve the problem of 

multi- keyword ranked search over encrypted cloud data 

(MRSE). Coordinate matching is used to capture the relevance 

of documents to user’s query. During the index building 

phase, documents are represented by a binary vector where 

each bit corresponds to the keyword contained in the 

document in the similar way, the search query is also denoted 

by binary vector .Then they compute relevance score by using 

secure inner product computation adapted from k-nearest 

neighbor (kNN) [9] algorithm. 

 In the earlier search methods, the search time 

increases dramatically with the exponential growth of 

document collection. Recent techniques used to search on 

encrypted data do not perform well within such a massive data 

environment. As a result, it has become a new challenge for 

researchers to build an efficient search method on cipher text 

in the scenario of big data. 

3. PROPOSED SYSTEM 

 

 System aims at protecting data from information 

leakage to the cloud server while improving the efficiency of 

cipher text search. It is proposed to support more search 

semantics and also to meet the demand for fast cipher text 

search within a massive data environment. The privacy of 

document is maintained by symmetric encryption and data 

users are authorized before getting access to cloud server. 

Since the data stored in the cloud is encrypted to prevent 

information leakage, searching and retrieval of relevant 

documents become a tedious process. To improve the search 

over cipher text, the multi-keyword ranked search technique 

based on clustering index is employed. 

 The system model contains three entities, the data 

owner, the data user, and the cloud server. The data owner is 

responsible for collecting documents, building index and 

outsourcing data in an encrypted format to the cloud server. 

Only the authorized user can access the data after getting 

authorized by data owner. The storage space and the 

computation resources which are needed by cipher text search 

are provided by cloud server. The cloud server searches the 

encrypted index only after getting a legal request from the data 

user and sends back relevant documents that are most likely to 

match users query. 

 Multi-keyword ranked search over encrypted data 

based on clustering index uses vector space model which is 

used to represent a text by a vector. Each word indexed by bit 

vector stands for a dimension. Hierarchical clustering 

algorithm clusters the documents based on the related index. 
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Relevance threshold is maintained in the clustering of 

documents when the cluster size exceeds or new relevance 

score between document and cluster center occurs and new 

cluster is formed. Backtracking algorithm is defined to find 

the target documents. Most common symmetric encryption 

Advanced Encryption Standard (AES) method is used for 

encryption. Advanced encryption standard is based on 

substitution-permutation network with 128,192 or 256 bits key 

size and 128 bits block size. The rounds are based on the key 

size such as 10, 12 or 14.This encryption method is more 

secure and efficient where the key size can be changed as 

needed. Trapdoor is generated through combining the secret 

key with document index. Coordinate matching is done for 

obtaining the relevance between the document index vector 

and the query vector. If there is relevance, value 1 is 

considered or 0 is maintained.  

4. PROPOSED SYSTEM ARCHITECTURE 

 
Fig. 2.Architecture for multi-keyword search over encrypted 

cloud data 

 

4.1 Index Generation 

 The data owner selects the data set and creates the bit 

vector for each data in data set. Using that bit vector of the 

data the binary data is generated. The binary data is the index 

for the data in the data owner. Then, the hierarchical clustering 

algorithm is applied over the data in order to cluster the data 

before uploading the data. After applying the hierarchical 

clustering algorithm, the cluster size is checked. . If it returns 

yes, then it splits the cluster and makes new clusters.   Figure 3 

illustrates the generation of bit vector and binary for each data. 

Figure 4 illustrates the clustering of data based on the relevant 

data. These are implemented using java language.   

 

 
Fig. 3.Index Generation 

 

 
 

Fig. 4.Clustering of data 

 

4.2 Encryption 

The data owners encrypt the original data along with 

the binary data or the index and send them to the server. The 

service provider cannot decrypt the original content and hence 

is not revealed to the provider. The index is used to refer the 

data in the service provider whenever a request for data is 

made. It gives more security in the server side, so that the 

attackers can’t use the data. Our system prevents cloud server 

from learning any additional information between plaintext 

values and cipher text values except those obtained by prior 

knowledge. That is, we must protect the plaintext values for 

any encrypted records or queries from being disclosed to the 

server. Figure 5 illustrates the ciphering of data. These are 

implemented using java language.   
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Fig. 5.Data Ciphering 

 

4.3 User Access 

The user needs data from the server. The users have 

different choices and the user sends the query to the server or 

service provider. Before that the user gets the access from the 

data owner. For that the user sends the details about him or her 

to the data owner. Then only the data owner receives the 

information from client and ready to send the decryption key. 

More specifically, Owner collects and owns the data R and has 

all rights to upload, query and encrypt data, and may also 

grant the query right to authorized users with access control 

keys. A user is a group of users authorized to post a query and 

receive the answers. Owner encrypts the data and then uploads 

it to the Server. Proxy serves a bridge between Users and 

Server. 

4.4 Querying and Searching 

To search the data from the cloud, the data user first 

have to get search control from data owner. The data user 

sends the query to the data owner who later analyzes the query 

and builds the query vector through a trusted proxy. The query 

vector which is called trapdoor is encrypted and this is sent 

back to data user. The data user sends the trapdoor to the 

Cloud Service Provider (CSP). The CSP searches the 

encrypted index and returns the matched data to data user in 

encrypted form. The data user decrypts the data using the key 

received from the data owner. 

5. CONCLUSION 

 Nowadays, data owners outsource their data to cloud 

server. To ensure security of such data stored in the cloud 

server the data is encrypted and the encryption key is provided 

only to the data user. This guarantees that data is not disclosed 

even to the Cloud Service Provider. But since the data is 

completely encrypted, the cloud service provider cannot 

retrieve the data and provide it to the data user unless some 

index or tag is employed. Various cipher text search 

techniques over encrypted data have been widely studied and 

the techniques for protection of the data from leaking 

information to the cloud server are described in this paper. To 

enable such search over encrypted data efficient, indexing 

technique with clustering method is proposed.  The data are 

indexed by binary vector and clustered to improve the search 

efficiency. The privacy of document is maintained by 

symmetric encryption and data users are authorized before 

getting access to cloud server. In the search phase, this method 

is expected provide better efficiency in terms of document 

retrieval time. 
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